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s fAradies fRawRaite =Eeim Smd AUfFrs 236

do| fofEbIe FHFRE TR G
() oD fatetar RfEe, 2ok0 @3 iR bo @3 KU wpiiR-
i. &G TR s a<e [ $f€re 230; ¥R
ii. TR SIRIMA B Wi Wiftre Al FR0;
(%) R FEAPR MR Siftwr el Serce fAeage e Afifi8-0y ¢ e
FifReifs wver Ao 23

w2¥-0¢: TOIGHIE FEATE TFIRF CAPI

5| TEANf®
(F) TEALGE T A SATS 30O DT T OARFd FRACS A MR ATHGAN
(¥) TR AR Fee T@eifs 8 IFbewrs AfFR-
i. G,

ii. STEGQWIN (SR G 1 JAfAfET=);

(o) TS IR A BT oS W 6 JARIACATST SR AT @2 WA61T PR
23R

SY | MFECSIF ML R
@) fAasf¥s fRamfv [REREAIFT TFoeTF T I A2ER F1 IO AlCR:
i, TECOWIR GF FAY I ARIARS AR f3F;
i, STFESWIF U JIZHT 8 THATHA 77,
iii. TECSWIET JIRFE dfFrwe e A
(%) TERABRE I FSREGI JFHR G NP A FF5 eI AP0 230;
() T AFLCWIT OF (@FG A T AP T FERALTE Slerre 9 fIaafofo w2y Hegre

0O 2A:
i, AT TS SN @ FIRARIIA I FAPOF AR T &= 8 FARANRA
fuq @ wifdy;

ii. A TS 8 AT @ TR

iii. 1 IRAEIFIANT AT @ @ AT BT,

iv. TEAPRE AR bifveg ¢ @GoE [Eife 39T,

v. TR RS FEEe oI 8ISy ifvd 8 oo wanfu; (Qb‘/
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Vi.
vil.
Viii.
iX.

FEAPE @O Reswe dfFm fee (@e- 3, IR, Y ©yie, Tehifh);
ResTeere eiree @ 1efiE Frmire Retarees Jm;

‘W%ﬁ@mﬂ:mﬁmwﬁm@ﬁw%

(52 o) IS gt wifer

S0 | OGS AeFS iy
() Tolte et @32 BRIt AR oy SoiiTes Sferew srepiita 928 AfReEe «we
gooifo CBItae et afere FSH 91 SR 2o 2303
(%)WWWWW,WM@WW,W
ALY FCSATR AFo 23|

381 CBIIT @ FFLSIF «F it
MR AT fEfere FRAPK MW ST 8 FFE AT Meafere Mwafde T@aiife

fPCS T3R:

o oG9 8 (THE

o TP IR FTbeIyR

o TS RIS TFH e

o (RIS fTeIss Rusaet STebenrw

o ®IF Brew Rueaet Ieewny 3t sieb e

o IBIED ¢ ST Aiefifay Reeraet Awb ey

° W@WWGW

o IfER FrveTd

o T2 ey

o W IIE

o Wﬁmmﬁ@@m,meﬁémﬁsmﬁawmﬁﬁm(m—
(°1F 1S, (ANG3e 2T &%, Meor, wyify)

o TifS Gefsb

¢ | TFAITS 8 wigafers T@re (tools & accessories)

FEfEbIe T M FEAPR RTIad FRFNE I SER fifie 32w FHwess
fraafefe w11 @ erafers wmrex i 2ifFes 230:

o fABIY

o f fwBewd 7@ (Document Shredder)
o SIS GHEAHT (FI

o foTES @32 SpEIGa

e 513@?1’3[

o IR ¢ fofde @aor

o WIEDT Gt , /@:\/
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o it 7@ (Communication Device)

* (BIES I

o %

o urof¥ 315 (Magnifying Glass)

o N Fepsien 5w 1ot (Evidence Sealing Bag)
o Biig T Bae

o I W<W (Permanent Marker)

o  TIAITC 19|

G2*-0y FSIEHIE FEADE (@3 JIZA

S | (P JIFT 2wl

(5) fAERfT 2fRPTR TPRAFE A4Sl FEART @1 TGN T FR0S 2R
(F) TEAT 2K SARYH;
(¥) FIEO A 7w,
(o)) TR SR G AT,
(9) TEAE AT 02y 20t e,
(&) FEALE YT M SATHCSH [FCaE;
(5) FERAE AT M SATS 2wpaiel;
(®) TR @ 2Afs@me wifde|

54| FERARE AW R Wea (Requisition)
() S TEAPE TR @I TR {6 2200 Sioifas Aq I 23=- et
AT SA131R 517 SAfFf#B-0% @ Ry &G Tl ANHR SARWB T fifH<a
FREA 932 FPIFFeE b Raw 62 FEy ¥g FRE|
(x) OF ST #itE, Sy R Sedy, SR Rage @ 459, PR A- 2R
eIy fRae 132 FEAGR /05! 91 REIFeE Sty e FH® 20|

St | FEARTE (1 &
FEADIE (@ I FRE *F IR 70 IR (ARS PR T A SAATSTYR A=
g it wanfin @ Sapay faw R F9oi F6 ifio T (ifaf#E-ox) e s
e sfH0e 23

(F) AT A TS H22(2F W3S &S,

() T I SIS Brevaifett w1 7R 0

(?) FENOTE T 1 AT 15

(7) 2B ICQTNT, FFLQIF @ NATR oyiwy Ziefifu;

(&) FEARRE TAT I FAATCST ST @ TR
(E)Wﬁafmﬂwm@ﬂam—fmﬁﬁﬁa?wl W
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S5 | FEANPTE IR vifawt sificerot

FERATE ATHA (@ WRAGT FAH AN AR AR AR ARSIz Awaie fac

(F) TERARE AT ARG ANHFIRR @25 Tyt

(%) “Jeftel sTRrRTet Frewt 23R et Bgf fAfiswwge;

() B2 o< FIBE a3 sfeffet Ff4g A1512 (ARFRB-00 7B,

() ST (RS @ER i SREGe TEmte 235 AR Sy

0| TR 217 ©27 et Hefwel (Evidence Assessment)

fraafife famfn Revaiem afRanadg crae@ 3 e ovEalsl T5eeR 7S Ti9
ARSIIGTR I SICTBHI HITTT FEACRE A1 (7 P AAST WIS #iiea It A 71 B2t
qiEe Ao 3307, 4

(F) fofee SeTs wi Sy TRt wfere 43 $fite 236 &t (@ -6,

G-I, @, Teveme A [keywords, toolmarks, trace and
question documents] w=if¥s ),

(%) SR8 fefEbre Say-aaiet si2altzd e oy o7 wwa [@==: TBREE NS @rsizey

Q)

(%)

(®)

(%)

(®)

(STREA) & 7wt @il (Preservation order) awi st 28w e, <t
FE O RFFAMN e w1, -2 72 AfFn SR F7t 23 a1 G379
TYIT©! 613,

TR A1 e S 3T AT @At St TE s TEatT
AT 3N SIS OGSy T A SANS 2472 ((TH: TS 1 eforael Ty
93 F (P SIS, i)

I TP SRS ((H: 7fS, C2fOE, wfer, wibias, R sieats Frtesig «<e
eI SETN) SpTai= T 2309 Bl fefa;

FEAPE @ET (e e wfefie s (@we: T 3t o= @lias), 3-
(T2 B, SRGAP R AXTFINT AW, @EeAF FARFNEIT @ g7 TR
(user), Pess 19, “Aiedrs, ToeIR (3 Moy F91); 12 St wifag 7efiE Sy
OSTHACERE, GIAFI (USer) «3e LB AfSHITT FHHINWS SAplely A2t 31
TS AH;

J3%© GBI fEeres mzeies FFE5 Ja=eIAeE wFet N e, @
ST PN IR FFACS P 42951 0 JRIFPIRA T s Srami- i 2zt
Sl AFCS iz (SRRt GNfEFonm, 33 Giodt, Coelreafe (Encryption,
booby traps, steganography);

(Y FHIPACR ST #1141 23 ©OigT AfRrg fefy,

(&) SfSfHe (@1 TR 2Te 330 =t g efgat:
() T TS earer 22ca B2t et (Q")/
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[Caey: OfEhe TEARE MRS IRE @ @FIE FEFT 429 8 AFF-2T J280=7
ooy fefebie fRanetet qref3r s TRARBITEs S+ fAre 23]

3> | FOTEGTe ot At ST R

(d) W2 do -9 Ry “wfore fSfese T1 1 oo [Reage s 230;

() TG T3 3t wietre {eaas aifeg o A T I oieTe [ResEes Ao
FAE Ref® 91 Aqwace oRMAFeR et Ty I oiewe ReaaeR a1
SEIGPIR Gierw dAfRe FRAhe [ wd qrie 23 @i FHee
ﬁﬁ'@ﬂ;

(0) TOTEBT 31 I SRS REAFeR ifEe J e KA @H FIRAN A =iy A<e
ot e B Rl 7S IR o_ize e 23,

(8) TSf&GTeT 1 It TS Reaaees veg ARAB-08 -9 f[Y© GFI-5IG SpiRd F=r A
A |

3y | FEfeTBTe SArwg-2rme ereysfat

() TEfEBIe AT A S IONYR 2oyirera ST e *wor srpel AR el T e
(Tamper-proof) IJe ax=ei1 FHeier FfHre 2301 IITS T I AT 2
<® 31 o =1 233 W)

(x) ToA-oir=m (3) @ i et F71 F1e T AT FIAT I AANS AIHI T4,
(3 7, SO 72, WY WIS ©IfHY @ oy Ty 00 23K |

(0) TSEIeT 31 1 ferve gyt weg AffAB-ox -9 Ry RfE&bE Tl AwE
SfIB FACIF A=A A2 4 -9 TSaf¥e wifn Fke St gopefee G e
2@

29 | FEAPE @FEIF IR @ Ao

(>) TEEETe FRARE I $9F [SIGGIe FIADIE AT A1 REAICAR #17 fSfenie et
Grefs] 9 A1 T T3y ARedY FHEO FEF O Af Oy dgese: U
N2 HAfIBIECRE S CAIAECH ARAGAFINE A9 IFHCO 23|

(x) Tt FAATBASIRNCE AR AV 7, TR TN 20551 I S Rqbpe S
T 23

2¥-09: FCIP AIFHI A
38| &G SR AR PR

(5) SETRG SA7- 2o AR (g sl AIeHR SR $f[H0e 220
(F) TR T 1 wee 24 (Receipt);
(}) TEAP TIAT I e 4w (Examination); {Q‘q/
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() FRARE TIT 1 oA fKesset (Analysis);
() FRge ¢ dfeavm ggoesd (Documentation and Reporting)
©) 2forava (A7 @ fSfEbe Serrs gfopstd)
(X) TETRET AHI-ANCN q@wol WRiem FRT T2 B3 w7 I TMiZ g
A0S 33|
(©) (31 SfRABIBIAA TGT ACATE TA-Srm () 9 GRS FERAGRE T I SfeA©
SIRw1 1 Resae #1r e A=93fe Tt 93 HAE|
(8) ZCETIGF SAI-2ANCE 3 o[ IF6fE 8 xwof orpa AT T2t A/ Reaedrz
g fora Torgie a1t 23+

2¥-ob: fOfEDGIE FAT AT SeT® SR ¢ TS iR

3¢ | ot wfdaze sfea

) fefabie ey (Iv=- oo, AR UiTs, (=N Bigs, AeF, o) 20 T A
SIS FEAPIE Sfeifsl, 2w Rawsg «e 1 3, 3o Tz 9w o

T Boire wfRezet TS 236,
(x) FORRABIeT ot <1 ST st P AR R fos12o] 230s Bo11s wiferzd Sf0e
23|

(©) FEfE&BIE Fa1 1 wieTTe wf¥azeeR oveg fefebr fqrret [, o0 93 ©HHiE
Ifefe @S eI FERARE T I RIS FfRez 45fs e e 2309;

(8) fEf&bI w31 A1 witerare wfdazes 72T 2T Afif¥B-0¢ @ IO GRl-515 Srpie F
|

QY | FACHF 1o 2300 Boite wfage
fwafefe v3 »[iw Teife wiftazs $fHre 33

(F) (S1S TS Gfeze: TS e wfe Boffe (Raw data) svge 1 (@ 95

% (eTCoteTa SifSem T, ST A A AR w2 s o oase A0w);

(A) TG ToAre wftere: B2Ire % @erE sHARMe Solted @< Wwgs w2
(Allocated Space) swg® 2=

(5) 9l forEe 7>of (STe 3 ez R 2@ T2ACS A @ @ Jfw wew

Goffe 32 wRAmye #fe (Unallocated Space) e wfite wmye
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()

(©)

(8)

(@)

(b)

q)

(b)

()

@CFCa 7 5% 1 fOFq Toite yfest= 41 o= Afeest Giesneg 9JfF=5
341 frma (O1© 39 31 GoAre wfdezel Jf FEA B2 AT ST SR TS
AEeTTe weferfa Sifdae IfHce 23|

PR eI/ 2cces @t w59 wewy O @¥ feniey sAewe Ffee
23W RIS ANFINF (O RS TS Toife GO® o= (&9 ©27 It ToAfe
1 2Me; T weg oAy eg (Sterilize) F/Hwe At ¢RI Fit o
BA1s e (@feirs 23|

QG AZ5-FFE I AFCSIIF AL-FW forFa e J=eid 7w focF
ferfTe 14T (731 932 *YA1G #Afre e o {4z 81 714, forss Ties (@
AT I8T®, S A= FHI M|

e 5o (Imaging tools): e sebexr® 9 Gori ja=ie i
core fafSa e sSmesd, sEAhe e [ 9ifs (Format)
S {5-312-fR6 a4, @32 T@ 7 613 ST 7% g3+ ey a3e
qooifox FFHSTI T AT T $ACS A

G-I 0eRw (¢) 9 i e FRH SN @ FgAISR (IfFEpR fAwgst-

(@) T 9 wemfe (Hidden) coie sHtews;

() Foi7keIR WifdT T2 e Frim<eae;

(o) A2 ST GRS GIeefG o1 3l Fsimaaet;

(9) MfREeI (Queue) TG FATF;

(&) 25fere T (#) S 7= Y BT,

(5) T aferaa [fow 2 I 613,

(R) ToA-wr0eav (9) @ SraEf® FEARR 30N FINIG;MYR TN

(%) AAIFCET G2 FAENC NG FHATFI;

() e SR aifear [fee 220 S oy THaead;

(@) G ™I YCSAF 2300 S AR TPl |
FERAPE CNG FINIG: ICNS FINI5-9F K FRe5-29 (G119 @32 (3 (WGTeIGT
AfFIE SR M@ @F@d (Manipulation) =1 3w 1 [{ew 2pfere
TIMG @9 9FAG G TNc (EWF X)/E (X) 0d) I wivsHie
AR FIWI6 (AFF) -9 (ORes s Gaiites wiiee 20 (raw/dd)
SRFH B0 22(F; G2 NG FAW16-9F @RBPR fTwg-

() THAse AEvaesd (Compression);

(}) Toiites wdfEoMassd (Encryption);

(o) g6 ~rHreRe;

(¥) & (oot (Metadata) fofeessd;
(&) P2 Y- T,

(5) IS QBT o< |

fon fo8 TEAPE TTLSWIE TS TNt fox fon qexuy ofate et
fJore sw Tgce [N 1 27 oww So-weezy (9) -9 e FIMIE 2300w

LT IO A : @5/
TSI&BIe FAT A SAINCOF NG FIL AHIZFA:

o7 Sb/8d



(F) FEALRE IS 478! e dfearesd ¢ gz [ @ oiws
AT @32 TG I3 93 Goife IR [t T 618 FE=1T &
oy Tollteg GTb SHA-S, SHA-s¢v It 9= (It siifdfes spteeifaay
ATt FRTS 23R €I2 B 7= Y ©fIe” [eH G @bt 22t Tt
23;

(¥) I ToF Tted GG I™ OJeF J4 992 2, O 230 OF TAIEs
1 3%/ o1 2oe|fe wfSm ferat stelf 220 932 TATTS A AR et
I SIS I9 KA A AAfFefre 23|

() Y @3 P SRV IR TR S g AEFe S fE
IO A [ 3w 13 Toife b Sfee swoiee 120 g
ST IR FE0S 22|

(@) e AR 73 siered g [6IR FHCe 231 o T Y T
tefzm fAfire e afFaa sFre 42w It a3 e afFny o
ST Mt ot FfHTe 23031 93 7SI oief=iG 31 TIRCeTa APttt 2o
FIRCTH BoATSe 2! FTCS 220 AT 2 T I, I FIRET,
Botts 3t aAfeFara st AR[o 2 412 ¥ TTw TR Bofts 0
LR RREIGEACEEl

(50) T B IITe:
FEAPE MR FEACE S Jwe= e e coiee R Afers 23w
932 T SR Greeel AL At o=y See e (- e e, 2opifv)
oH-3136 JIFeieie AT 23|

291 (IAI3e fEersy 33rs Goife wirae (Extraction)

) Reerse a7 s Y TR A TR [REIw A A5 ffGbre Tt
I SIS T30S (P LT BolE SIRACR 2AcArew 2303 G fRefraw Swwey
SRABATIN TG A0S Floieslg ATETE FRCS 23R; 932 RO A1 A I
ARSI (I3 eI e SRR & ReIwe I AHhe TF TR0
SRS AT, ATGG GI2 T I SAACST 431 2R FfAC0 23R

() ToI-SrRy (b) GF SR I TR (0@ FERAPIE [T 1 AR NS 0
Totte wzgel fAfee S0 23 ¥R & Srmeely (AR AT e SR JRREE
(R13e fEe12o1 320® Tolfe oige i W3, T -

@) core uizgel (Physical Extraction): fSeiem coieae 2308 T8 A
(Raw data) 133 Boife afiaed aAfFwg 229 (S16 Azl ¥R 4]
SIRAEE (Flq SgARfEe BofeTRee AHSie [fes FElRe ARESWIER
Mg [ewd o dfFaers a9 4Ee 3@ 93 owfere Rufgse A
SHFI@ IS W2 YR @ Boire, SicEbe e wee @32 e

b

o1 9/8%



STRHATIIATS! AW FR @RI TERISIR @I TIZRFIINR ARHIATST AT
)

(%) T3 Breey et (FSD) swfore wigge: Tz FHiees o wizqd «afe
R3(O(R (OIS WIS 8 TG SR 2o dferzn a2 wfore Tore
AfFaaet A fTo12 Fi3e Py F7gaid ¢ O f[Reawe F11 I (@OHeq
GBI SR A (SIS AR T TASIs 2309 IR 6T ©2F At
TG A& T TS W I, CIICH(q F129 BN Tt izg #%ore Tore
SR AN A (STO SRR T (A2 3759 Y3 A6 TAS AFg&Ia T
I R, T2 BB B>t o1l GOre (12 e TG F7gals F! e
8 30O A |

(o) =if&reret oee (Logical Extraction): sif&<e ige 23090 (12
fTe12a 220 RERER Stred ©2 89Af@ MRaR| FEAPR AFoSIF JIRIEI
T 3 A% Ore 13e w2y It Toite wiggs T I

(q) I oz #%fe: M Toicx Iffo wfore @It Tote wigs T =1 I,
IRl 230 WP SGOre TAG WiRge 1 AR ¥R “Awfore fTeie,
SR N 629 R awie Soiter Fhidie oz, fofde @=fee A
GISTHI23 41 Q2| R ~G(SCS (113 EOI0TE (Sroie (1S b1e] Sl T2
GfSfR AT 7 RS N e SN e 320© A

(&) (@B (JTAG) SRl #&TS: G T APIGTS Tl 1% Tl (V13 [o12em
@q JTAG @32 T57l-orF oiggel 4GS A0 F1 A3(F; 92 93 SRA Hwfore
(TRIZS e dfeaa @ IHHEe 0 @Ied RMEFe AR
%S fEer2em AMEFS (3T ClslfH uF e 3301 8 (I3 fTeize™
COR 2309 H<Fe (raw data) 21 Tofre sized Tt |

(%) ool-ure (Chip-Off) izse swfe: boot-ure wi=ge Awfore ok 311 Tt
SI2qd T IR G3CHCE (W12 foiss 23re 2339 Coimeee 7 fifvzn
IfICe 23W; G2 TEgret fHftew w91 23 (TRIEE o % 22 qere
AT | (ACHCa w12efb fCeIReR (Bie 9@ TAle fFAE GG 0ot Ao A,
CT2CHCa U2 U239 A%fs IFF 23|

(® 32 3 @3 @2 (Rooting or Jail Breaking) wizsd =&f®: &=
F1taB2 B1eow 93 Root SiiEr 1119 o1 3209 (RIFH1R (@ AICRbe
IS 0E 130 Ao $fH0e AW, B (owwg g2 I @3 @fee e
AGOC® (X137 TSI GIAIIA I GG AT e @3 TR0
SAf{qon ST @IS A, AR T oA TR F© 3309 A @2
GG 93 (FTHCET 2T T 8 LT |

(o) O BoT SR w@eifs (Tools): Iz sz Roge fifvw s M,/
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(8)

(@)

(SfS(R0T FFoQE, IAFY AMSHF (I, ©b! (99, EITIFe FAGH @ Sy
AT TGS 1 TGN G PR 23 |

THATe SR T3 FIWI6: (Sfecwe T@iife (Tools) I3 it Soire wizae
SR e (TEE fSerey ug ©27-8Hite Feifd< A (proprietary) =G
wiRRd RO 3@ ArEEAmeR Aty [(fen w@afer Reifse waoie sihtw
SNCAIR S ey @2 FINIGR GAr@s)fer o Tg-Aifox A0y FAEF 31 AMIW@ | 1y
non-proprietary @12 ¥t @3 W {9 w13 (bin) 93 ofRkFa wizd

(raw) 98ee 23|
CTIRTE fEer3rR Siae wizae afea: Fusfde smeret dgdF a3 fToras 23re
Teotte wzas SfR0e 23

(@) fOfEGE Tt 3t SieTe fbfFese: (@RI Tz 2300 TR T A
TS SRR e 32 BT Ffire 3@ RS [Torsem wo™E e
(IMEI), (N=r2s1 333900 wigeesin ¥31 (MEID) 3t fifiaer 753 e
A T 4RSI (oiesi *qie w41 31 IMEI MEID s fiifiaie 753
R I TR TSI K (PIH T RIS AS A TR ©r2 e
TR0 23;

(¥) ORI agosas: wiRfie Boife wamed IR Sy @b CoIEy
& 41, raws, HAfimzn @ Pree 4 [0 23R;

(o) TEf&bier Fa1 It erre (h e 2309 AR (Isolation):

(W) (VRI2e fSo1zd @7 Goffe 78, Ffo I AfO7 @4 B e 91
(B STF T R30S ffeen AT 23R, @1 Azt Ay fFeizrm
v e G ML O fSeiee SAte Jfewt rfediz srwret 3feui;

() S (W12 feoies 3’ oy $oife SiRaceid 2T 28 GI3ewig
o1 AR o F1 SN b AFCS 2309,

() FwafTe =%fS dramie @i o @heud 230 JAFwat T4l
RIBE

(1) PreiafEaus a¢ @H T @N T Bz a6 oz
feerReR ¥ /e #1% i fifee 22w Fg & @H
(VRT3 (G QNFA TS FLTIM oI T 331 Al

(ii) (B eTF Ritws Fox Tre wigel: @heN RHitws o Grres Teies
23(® UAle ORI & e f[femed fAfie e e
(Faraday shielding) -2 @ oferaGe TIREER g
3RO 23(F;

(iii) eWHERT I RGN JIRR: SN (IS FCATH, S

("
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TP JMRITS T T SARAACS (NS AT AT G2 AP Aoy
TS AR 9337 Tife RGN Aga S e:e-w12 (Wi-Fi) ¥3e
352 (Bluetooth) fripicers siecmt @d e 230;

(Av) ST siwfox I Tifie e JIRAER ARICS WA A4S
IR I SHAET FLCPS ARITS T I ST (RIS A AT
93e e AferEd IS A TR I FA AR 92 Af A
TS AREER T A R 923 %o JIREH A G-I
fESIZNE “FIB @S I, (FANS, TN JIFANT COIRER
@T13-F13 W3R FH2 P 6 SRyiy (RheF Broiyie I8 $fH0o 23|

(9) B Toite wiggel: 2ror (NiRiee feeize ol wog e e A2 230
TS SRR Gl 2jAF AL (P ST I ATAS-

) Fryeizfezad I1¢: @30Fa T e GIRIRT @l FEARE A
AR S 230F;

(3) T FIS: (NR13 oI3eR Gy FSE IO Iofes a1 T
BI3red W02 AAF T AR, @ G2CHCE (O @ FAMGHIe GO ¥H="

IR #&fe 2T T ALR;
(o) fEeI3e™ ToRAd (TNR: 93CHE WP YT (RIS @FIH AR
RGN R IS A

[T | — THA-Sro=m () Srwl] FCE, -

(@) Bryeizfesad FI0e3 o= Al Stz @38 GIeNifd SIes &y
RefErerie wfdezd $H00 221 FEARE T A AAAS AT @
JIHR & G Fied [(6-5-6 @H 9g© F€09 3201 (I
@GS 230 ST TRITS WMl ACF C12e) &F T2 ez
ezl SIS, AT GAPIAIN AW #¥T T I AHS 2300
52T TS 230F;

(@) RIEe o1z @9 Tt 4w Qe T Terzel st 36
@erg (Boot Loader) Si#ites <21 (113 6 0o 2301 b2
ToIsr JIUIFIRT BoAits @lHe AAfioq af Ffaw Peize™
FerEe (NCNIRTe A IfHe TR 92 4= G0 (Se A
(TRIZEE PR 31 ARG Fro! AEIET oo™ @9 (@16 J=g&l
s TEAPR Rews 3 «frvee Oe fSeiel Affedend
AP 2N CH;

(3) I™-
1. W@W(WC@%W@WWQWW@@K

Y
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fTeI9 (RIS @HSAFNR @RI @6 eTF 33re [ftey w<gw
TS 23([; W32

i, fooI3E 32R JITFIIR I$3 SIS I (- 21, S8
I 27IGIN) (MeT AT, O 23 @ TOIRER FEAPE AT
B wiEifers S I8 SISl S TS T BHOSE @I
TFifeFe ARIGT q1 2V CI2G) AEH HoT©! JIeTqN TS
23R

(%) Ifw-

. e o3 2, A6 It A %% 23092 & A, Sl
230 G o, APIGTIS At AN $IITS GFFSIR St A0S 23
RIS feere Afas)f aifasia Arew 1w; W32

i, CNRIRe e e s fa 4ot efce I e
AN WIS 1 2, O 220 T@ TN Toifte A IR
Ty SATEe o4 1 ABI el wi W3; 22 @ Jfespef afe,
FIHA AP (PO G (TS SAPN L T (1397 Tw135]
330 fqI7 Goiie 78 2331 W3R

() 30 MFLSWIF @ A "go-@ " (Brute force) “wfe st
1 A

w2-05: fEGDIE TR T I SIS Ao

Q| T I SAS AT

() I FEADE ~%f© JIRAET AT GBI ATy eiet 1% FH{0o 3R 932
ATIS CFa o1 FERAPIS T I SARANCOF ToF A1 FT 2300 7 2AfF0 23,

(x) FEALE REATS I ANHICE FARPATFSIE T I SATNCSH IS FIIEH ToF Y-
AV SIS 22| I FEARIP T T SNCos TR FHMR 2851 Ffce 230
S TR AT w2 [0 I 7 AR Ao 233F;

(©) SO (Fra, FEARE ROATS 1 AAF3CE REGTRCS 27 (47 31 5233 &6 3=
A SO B0 23R,

(8) FIITHIF @ (WAL oI et AHRISII AfRfHB-00 (0 IS FHTHR et
GFI-B15 SIPTRe F=1 T3

35| FATHR 285 2%fe
) o Birey (Dead System) as Goz A% “co e sfew wwan f[Afm

(G
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SE 3§ A A, T 229 @rEicize (Volatile) oefs (@w=- 51w (RAM)
AfR, AL AR, S5 ©I6Y, beriw Syifeice=, 29jifu) g SsitesTR sfrewm T 1
R4 (Te o #fipemi (wig fAasffe SoresR Rt Ffe 23:-

() s T2, YR @ 1%, B iz, 7 A== (slack partitions),

< &% (slack disk), *ricet w12« (shadow file), Tw5ifu;
() foore ST (@=- SR Bieew 7 1%, @ffE @9 T, Girels!
T2, ANfFBT 139, 79 F1391 8 TGRS F12, F9y1w;
(o) Iefere fFroify, 3owes, e i, & § o @1ee erfae, 2onfuy
(R) T3S BT g Tog 21w Aige e 220 (13 e (@RI Sifeie=i s
@ I SFE ARANCR 992 TAMGTIYR FATOSIR AGFHF @ ATHINMPE 230OR
R ze Bress 2300 R SR F31 1 o e Wity T 78| TeReK
I35 9T FECE (SEIGIEE (TN 2300 PO THAfE ((TA- FIG© AIFwo Tofre,
G5 Toite, A2 A0M, EBSTF JLe TS ToAre, JOHT T2 o,
w51 QAT T3S A R oA1%® Hees s 5= 519 (RAM), 91f32 40w,
@BeTE e, Besw eibe, coiEw e @3 FI6T AT FeFw Tore R
RTIbAT 71300 23|
(0) FRFT afFaesd: TEAPRe AebewE Aifyy ARFEPER J<= s Fefen’

AfFARFICR I T2 00 TR A4 FRFN 2y R & FEAhe [Rowws
31 2R B SR SRR Aofa s Tufan afFnese awfors s Fia
YRARIRFSIE 7 FfAce 22, B fwgat:

() TR BCos @ 2eaiq Soite o,

(¥) ZIP, RAR @32 @G0 FIIPR;

(°l) (N2 I, TG fReDifs, Topf oed;

QIEEREKIEEARCERE

(%) YA T FIEPTR 7RI,
(5) e Gt A gars;
(®) ROIT 43079 13 fofeowad;
(%) SATEDR FBIeow @ =9 A
(8) TS 7HFRIN: NLHTS (ST© @ Gt AR ST TANS @I A 2 ACF | T3
S5 TR T 1 (4 (O TR “wfors Sife biee s T Taie e 236
432 AfGere Tald siwfers gifers (Installed) wi#iEe Biees, 2e Hieew, w1t
R @3 fofere Geffe fofee ¢ agas F11 |
(F) (OTS FFETR: 93 *H(SCS BI© (A AFIEHL 13 FIEo [RAGe AqFF 1 (@,
fRRffosi Ya (O B 220® TS @I FHC® 23S:
i. e (Keyword) Hf&rr ifzs wa, @1za =" (File
Carving), 932 ©® gize 230 =9H[ee 34 (Un-Allocated
Space), Retew Gfel (Partition table) 3ifzs <=i;
i, ¥ w2y 91 Toire wAIEiBe Bess 91 w13 Fiesers wwefe 7a (137
e (Keyword) @t ffemt <ifes i, ﬂ%/

o1 R3/8d



iii. 3 7e 2y 1 TS WAL BB It Fi2e Srser wefs 37 o139
IR T2 *qrege gt et Az w4t
iv. T8 2T B30T (O1° uiwia [Rerom GRe 3w s w13 Srsee
eyt qifes
(}) =y FHgaIs: Bige wize Froce fofere «3 smfore o, (v JfeF
FIEEPTR, JfR (el FI%e, FIZCER TGS FH, S_I5AF© B 297ifh) 27g&i«
39 A ACE | F13e BB O 7wl Ifce w3 [fon @f# ey, 7an:
FIICEE S[PIOICHAL, FIICET 494, FIREF ¥, A&, oG, ©if7e, I37 @
Sty R Boir Ao sfRa fAarffs dishg srprd SfHce 236, vait-
i, T8 g e iR Rjw P30 Y A 9ot Far Afdfoe wize

gt @ iz
il. ©I3C® FIZEF AN 8 474, FIIEF (T0F ¥ IIBIESR fofere s
Gy APTSIE PIZEPTIYR SIRA;

iii. YA @ TR AAIGIE;

iv. APISTIS q=t JRHFS, Hferbo ¢ & S FILPIR J7gas;

V. TIEPTRE TGS T B w1,

Vi, SRGAFS G HEF |

() Fbifae: TR RTaaa ~AfRmi T2 s oy BRI Tt I SeTe

fReeraeets R ReeB1fe a1 W1 92 (F0q @RI 152 “afore i eyfers e
Tt ST FIEB ST A TIPS F0Ie oSt 341 @ M52 Aafors
ST WY FIRETPRI TAS-SIOIC Y Y& A<y W52 At 3231 A

Vo (V]2 fTeIZ AR 1wl

GTIRIReT fESIRETT P11 @ AT, (NIRRT AL Toifs @ (IR0 HH ApHord
I 327 FfGEE TR @3 @Feq [Revs wfod st f[Rrewi= | (@ikss fSotsy a3

FEARE G Y wfooR famg:

@) TfFn afFmeas: GRrEs Feizst ug (RS (e oS, FF6 9T TS 26N
2 FEAGE Reged S8 T does 327 @ Rewifts st G am
FRFTeI Refa A ©2 Softe afFwsse e @ A WigEe Hwfsre
1512 R e 2|

() FeBifae: Mei=ee (WI12e B35 g 2y Goiceq 51237 ol 3301 Feo1fIg F1 2
(- QAT BATS, @IqN@G ¢ Opiwy et 13s ¥ Weor wLesen W
TGS I Gt @il 2ifeFareae ag ST 4o iy F11 2|
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wg*-vo: fSEGIe FRAMPE T 1 ST [eaze

0 | FERAPTE FIYAT M SANS {earget

(5) TOfEGTe F3ar <t wiere Reswet ¢vea fSfEbte HRiefer R, 2o0z0 @9 o= HER
SO SN T (0) @ Mo WS FREW [yt Fa=ie" Sesfy swfe
PR FRCS 230;

() e BT AR08 (o Iffe ‘wiETe Rese dfFa sep=e w1 TR

Y| FACEE BTy Resad
() fEfEbte oz (Trace) 93 gvirew:

(F) I S LA T03 FATHIR 1 &G fo1ee Tl Toiard Ao
LS MY SRR b o if e ot 2319 Jeyy g o 7=re?
G SR g b2 H7ee SRIGHIE]T F|

() FFrer2 el fozerR o Srag w4t 230
) == =7 (Slack space);

i) =P =1 (Unallocated space);
(iii) MFT afG;
(iv) RAM;
(o) TS >SN AR 99 oo e S w1 2!
(ORIKEIIRE '
(ii) >y 97 FIRET (o,
(iii) =1t =1
(iv) FrTenx fReDIf;
(V) o 7
(Vi) SHifE 7= e,
(Vii) T Toirg;
(viii) Pagefiles.sys
(ix) Hiberfil.sys
(X) Sferes *{picer 3f;
(xi) SIS Revifd|
x) ffeq o519 oz wizad &fe:
(F) 2CALE;
(%) S JfY (BTG, > (315, EreiH);
(*) =< @ fefSe;
(9) THRAG @R YFR)of T I AA© RO TBIFEAD 8@ (A (e

oIS ATSTT Y, I /@)/

(i) ewa=eNIeE I Rewifs;
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(ii) Tt Fr I G THEEE 12,
(iii) =< It weIfio;
(iv) CMiS oAk,
(V) 3w TR;
(Vi) 23S TTEIF (1% @ AP,
(vil) T RFe @9 @ Tz
(viii) THREE & e 11,
() FFCSIS;
(5) fafefe Rz S5 2ouie spifEfel ast wafrs i,
(i) o121 Aty O <2 MBOIE 513w,
(i) srebewre EiibeT;
(iif) ~elfe< I 28 FITPHT;
(iv) fSersrr IRF [Sifde;
(V) 2T 7913,
(Vi) 8AIZ-FIZ FC!;
(Vii) =™y Eaicss wiferst;
(viii) TG GTSIZICT @ CHat;
(ix) Q¥ IRTS @aremE, 2o
(R) &5 FIPTYR;
(&) aFfF=;
@ ===mge > (Unallocated Space);
() FIGT U2 [T CoIEe,;
(5) FATE GafR|

wo | (TR fTeies v Beite R

() RIS fEeIzrT AMF=ifEs @NEeR @0, 9 T3 «32 37 AZS @A
e s @ OIfe Aeafre AT | oiRet (iRt TerseT fSifew w139, =3, &t
@A, Topifn H2Fs A

(R) TaIEe fGerzer fofate bz (Trace) cifdafkay:

() AT Toitg
() Ffea SrgepR;
(5)) Sy ToAra |
(©) (MR oo e aww T aigms swfe:
() I fReoify;
(%) 0518 fore;
(o) GHBG TS @32 TCA2;
(@) 2fF, fofbe ¥ge Hfve; |
(&) THRED rBTAe RevIf @32 5 IS o1 /@q/
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(5) 571G &1 @32 (NOI&re Siifeceiie;

(R) GAiytet S Syietss;

(&) FICTSE G2 HIGAIR;

() (VRIS @CSTF, GTZ-F1Z, -5 ALY,

(@) TP, SR @ (FeIfRHE;

(5) TFs, PIfSum 8 Fayay F2e AfFaresst o eE, 29yifu|

W2H-5: TR LSV SFOF 8 TAFIoAT

08| TP AfSTM Ao @ Torglo
FEARRE A AOTI 8 ToFIPHR (g [Gferbret farsfal [T, 2020 U7 ©F T
vodf THpIcy Iffe FfgeEwaet ¢ AfSE egeTe’ R e 4GS TP FHre
23|

0@ | FEAPTE TeArwe] B2

o) Tt Trabe Rudse I SAWFFE T SHGAEI TN @ow aYfEe
RTTEre INTSIE AT 932 ST TS 2R AR ALHE Fowz TRee O
Ifcs w2,

() TEALR Redae 1 A O Regset IROTHMES 77 29 AFTw ¢ Teree
FEAPE AW TPee IR0 23;

(0) 93CWCg Sy FEfEbE s el oifee e AR gaeE [Reaifie
SEoeIF I 7@l (Tools) @3 FReifer 839 F4r WIS AH|

S GECEERIEnG Rk I IRIEE R QR RIS

FERALR KOs I AR NS Ao Jaus [REb=ra 7231 AR A
fOf&BTet STy 2iaiel e F 0o 2R-

) B+ (Authenticity): TEAGR dfor@mmE @ @IC LI IENCE A BT
OS] ToEIfPre 3300 3@ @F WAE [Rofew a1 I «32 &b J3r
SESCSR RT3 TR A ANeAferE N 3;

() s>pfer (Completeness): bR T I SieNces Reae F™F W@
TSNS @I ANPTYR AL Al T Feferc o4 TR @32 9 BACT
@ISR QG TR 51wt MiF I ey g 941 3 5

() fFSacerer (Reliability): fefEbre I3t It oieTe ez ¢ UGS ALl @
FRAISTCRIATST ToATE TS (@ 241 e e 1 2 E1R [ e <
239 Ff® 230¥;

@ e (Trustworthyness): fef&Gie s Rperareie Sogts
FFACS 23 MRS T I WGAIF A(Z© AR 2,

(&) Teifsset (Proportionality): fefebre sy 2= & Sraee IS “%(S
SAIITOF @ T A A,
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9L 5% fOfEBIe P REERR TPy Avse

09| T FHF SPRAT ATHS

4R 7T s 220 GG Tl 1R ARSI fARafoe s wpmet F, a2

() ISO/IEC/BDS »40%¢: (552 ¢ FIfeg= sIRAIaMaa (@roie sdigel Toi=eifs;
() ISO/IEC/BDS s¢8bs: (@IS 5941,
(*) ISO/IEC/BDS x409a: fOf&BIa 3115 =qierae, 22z, Siffeze «3e segmel fr i3t
(¥) ISO/MEC/BDS xd08y: WoAl w3 &fe7 Jeiiarst ¢ Ssiygel fRgsier
Tt/ fAm e,
(8) ISO/IEC/BDS xd08y: fOf&bier sirsy Rusraet @ =ifgwaet fAeafiet;
(5) ISO/IEC/BDS 34089: Th1 S%(3F 2% @ fesie;
(® ISO/IEC/BDS zd0¢o: IERGRT [Soetfy|
(Foferbret farofat Rfaet, 030 @3 R 38 €7 BA-RR (3) -9 Meifze)

SH-d0: FEAPE IR oo fH*seFa (Quality Assurance)

ob | SereNt R voegd |

FEARTE ROHEs 1 AT YT ALK AR Sorgreie Rieawy e
() TR T A WS [Resr=et aifera L,
(}) FEARE RIS It S [%ea wror,;
() TR TIYT It AT Ot jge w@elifer Rz
(q) FEARRE T 1 SAATS RKsget Aafon [Ragd;
() ST57 NS IS “wfo;
(5) TS T I AT [ROemet S7iF® oypiay Rramifiy

(FST&G1eT fmsfat fRfRsret, Jo%0 @7 R 38 @7 B4R (3) PR Wi fAf*se FfHre 2309)

o> | eI fAfsescs Ssiww (Component)

PeroN AT 8 qrEarEe BREAGE TERAPR MREEHR geqme AfRfB-0q @ IS
et fAfsSaeels BoAmim TifF Ffers = |

wie*-58: Ry Ry

8o| TN I FEAACSH ©Y-TANG FL e
Wﬂ%@ﬁmmmmmmﬂwm@wa%m@%@m@/

o1 29/8d



e IR e &G Tt iR, TRAARGER A ATE, T RIS
fFfifRe T oife e Sfare AR @< Sergst fEfEbie T I ST A ©-THfe
AT (L TG OIS THRAEE AR o< Ao 230

85| TIANNE AT A ST

43 ATTHAIZH F FEADIP [ I A TYATIBIETE G, TN A, A=l 1 [{es7
et T, RS STeEs Wy e R0 23|

831 WT-THAITET (IRt

fGIe FERARDT FTIEI FEAPIE [RETS I AMFINR T FAPO! 8 FAGI FEF [
T 2 LY e OA-TAITST (aAtoiArTe! I8 A |

8w | fEfEbT FEARE = Al
OfAGTe fatsiel o3, 205, fofEbte fAarorat R, Y020, @32 €3 MEeMH Kyw K-
R SpREcT FEEGE FERR TR IO FE ~Afpifers 23@|

88| ATl &It el

@I BT FEADR IR 92 AT AT s 230, A, fResiw,
GogA FIRe 2T I BIfER @2 AT PTGy et el FIee e, @3
Sl (FICAT FATA! 2 T 2 SR B Tl aid B> elfsiienc 14y Afee

8¢ | IyIRf®

IRV @RS, @I fAME STEE & W2 “I3ea3Es e @i Reies gt 2309,
TYHAABTTE FF SRS =S AATE SIRMS 4uiv S Afe)

8 | AT AN<GS!

o) ffE5E Tt @ ¥ 9 ¢v@ (Domain) 23R FifesRE, St A,
AT ¢ I fofeT Ol Tom! &S IVIF IO WEI OF (Fg @2
N3G (SEBIE FEAPI IR G I AS At f2erd Rwfe 2@|

() G2 oAITTAND IF SO o) 220 FOABIT FERAPTE AR AT @ FI-T~MCR
AT AN IR G esfieer #ifie sRew (Tools) ¥ 7%
(Approaches) 7 fRe=1 el F41|

(©) TS ~IfFRe, R[fow Marw 2200 A1y WiN, IV wowe BEre ¢ MG
frafirosita Qe F WA

T /85



AfI#B-0
W-OQ
AfA*B-00
Af*8-08
Afaf¥8-0¢
Af*8-0u
AfA*8-09
AfA*8-ob

IEIREEE (CEASIR R

G oF 5

Sl Fat <t Serye f[Reerse sfFa

fef&BIe FaaT It SeTTe wiftezs Aferaiy Grr-o15
FIATHIR A9t aifeFa Grl-51%
BRRICRIERRIEACEFE T I C u

TR IR AR gy 312
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Af3fB-0): fEfEDI TR TR G Tt

were {35 (Topic)

wHery S wworr (Skill Set)
Organization of Computer; How computer stores data;
Computer Foundation | Bits & Bytes; Evolution of digital media and storage
system.
Decimal, Hexadecimal, binary; Little Endian, big
File System Endian, Sectors, cluster, slack space, Metadata, data,
Foundation filename, FAT, NTFS, EXT, HFS.
Law Enforcement and Regulators; Infroduction to
Introduction to Forensic Science, Electronic Evidence and its nature,
Investigation a.nd Categories of Electronic Evidence, Methodology;
Digital Forensics Forensic Technologies.
Identification Gather facts of the Case online; Preserve the gathered
Information Gathering | fcts.
Collection First responder roles and SOP; Dead Acquisition and
& Collection and Live acquisition; Choosing the best data acquisition
Examination Examination method; Triage method; Triage tools.
Storage Technology; Damaged HDD and Flash drive
Data Recovery symptoms; Logical and physical recovery; Data
recovery tools; Recovery of data using tools.
OS Technology; Metadata Registry; Artefacts; Data
Computer Forensics Extraction; Data Analysis; Data Hiding Technique;
Analytics of large sets of data; Memory Analysis.
Analysis Mobile phone technology and evolution, User,
Mobile Phone Telecommunication provider technology, types of
Forensics

data, acquire and analysis tools, preservation of data.

Network Forensics

Network types; Internet history files and Cookies;
User credentials; Network forensic tools, preservation
of data.

Audio, Video and
Image Forensics

Understanding the technology; Enhancement; File
authentication; comparison.

Social Media Forensics
e Database Forensics

e Drone Forensics

Understanding the technology; Accessing data from

Emergin i i : ’ i
Techngol og o Vehicle Forensics the device; Data extraction; Data analysis; Data
& . Shipbourne Forensic | interpretation; Reporting the findings.
e Cryptocurrency
Forensics
e Biometric Forensic
Report Writing Format of the report; Effective result presentation to
stakeholders.
Presentation Laws related to case; International laws; International
Law and Mock Court | collaboration; Presenting expert testimony in court;
Introduction to court structure; Submitting electronic
evidence to court;
Etiquette _ Professional code of ethics; ethical and non-ethical
Etiquette

code of conduct.

79T ©90o/8d



Lab
Management

Quality Management

Understanding standards; Conducting audits; Quality
management systems.

k Health and Safety

Identify Hazards; Health and Safety measures; Self
protection.
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AfAB-0x: &G FEAFT ANHIF (51 SRIGA FI

S1 SfATHASG @RAPIRN ATODIHT J:
IPEaD| :
GfaEe :
EleEs

3| SfRAHTAG ERAFIRN FAP O AN :
VA .
IR RPEILI .

R GIERERER

wifI4: 0o0-00-0000

T 48 @ LI, A1/ SATS! @ (e

SIS A1, @eiefS 799 (3™
QF) 8 PEr

AN A, QTSRS 99 (IM A=)
@ Pt

T A2 Hee R

8| fEfEBIe FEAPE AR (AT Sefsed (exhibit) 97

SICed (exhibit) WzfE @ 52fF%g

IEREE

@, &, T4 ¢ FoIE oieoi Areqr
fR?

SISO F BN

SErsICed ke HALRFT e/ o bw/omy
2

NI
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¢ | TS (0T IR 93 T e

L. | FFIFIR FAFSI AN, A9 @ FFL:

mﬂWmemmﬁem,m,m%ewﬁam

Q.5 | EF 2, ©ifgd @ o

q.3| ARAFS SrENCed =

9.9 SENS A AfSEm

v | =i (Terms and Conditions):

WW#WW:WWWWWWWWWWWﬁWI
mﬁa@mm:mmwmmmmm,Wﬂwmmmmmvsm@mme
Wﬁmﬁm@wmw@sw@mmﬁmmﬂmmmwmu
mmmﬂmwﬁs:Wﬁwﬁmmﬁmmmﬁm,ﬁmmﬁmmmmma@mw
mmmwm,’iﬁmememw%mmmmﬁmﬁmwmmm
wﬁﬁwmwﬁﬁmmw:Wﬁwmmmmmmmwmwﬁwmmmmmw
mmmmmmmﬂm|Wmmam@omwmﬁﬁwﬁ?wmﬁm@ﬂmw
s o9 23| Frifen o SRR SHiRe T4 233

[ ZBITeIR TSI A, A ¢ HFA [ el R TSI A1, M ¢ A |

v
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AfAf38-09: 53 &F F15% (Chain of Custody)

GHEGRO/ew | IVWEF IR/

©2 AN [/
offeet 794 STE/FA
RPN <9 MEREIEIEARERE]

>3 o 31518 G2 99 (Chain of Custody Tracking Form)

S LK SIER
Jas R
ERd
SR AN 6 "M
R EIGEREEER]
WGy | Al R (e, FfSs 999, 99y, [{ed o 16 3g)
B
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(G2 O FT6S

3G | eifire | g (9w e A (A 8 TIG/EN
T Iy o12f%) EIEIT)
(T AT ot
A 99 NIEE
@8 72
<ERd
A AN @ Sqf
O 2 [Rege
oG | AfFe fR==e (ew, S 749, o=y, e o @15 wg9)
T

t”
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SAfAfAHB-08: RRETI Tt 2t wHteTS Reareet afeFat

image File

h 4

identification of amfécis
categories and prioritize them

.

v

v

B

v

i ™ "o 7
3 Office Pictures internet User i
r— Documents Videos Browsers Activity Eacmption
g N N o 4 S A s R TG
: Search for
Ei?;g? f?; Filter for various instafied Search for full
e Filter for various media formats. intarnet e volume
office formats, e JPEG, JPG, Browsers specific encryplion
i.e docx, odl, GiF, PNG, AV1, artefacts. e.g.
X pptx, odp and WMV, MKV, recently used
Parsi v?mgs #lsx based on MPEG and MP4 o o documents.
email clien ; : T
fef:;;t iﬁ;eP;T the signature based on the ngf;e‘ mféie mounted Search for files
wat, i.e. PST, signature il devices and ig si
OST. MBOX form field i g sl
i gt most frequently urknown file
MSSW{};&S started software signatures and
: high entropy
bookmarks, web &
Search for searches and
Webmail Generale browsing
Search picture zessions
documents thubnails, split if encrypted
according to videos into volumes/files
case request thubnails for Create user were found
Recover HTML taster viewing actvity imeling gather
Fage Export data into including i@g}ns information
: and logofis about
raadabie format sasowords
| dsheet e
Analyse €. spreads inciuding RAM
Filter Emaiis thubnails
according to according 1o
case reguest case case
Expornt request Buidd &
documents and ; Export timaline dictionary and
) its metadata i Fiter data for into readable use CPU cluster
Export Emails Export Media caze specific format to atiack the
including ang is critenia encryption
attachments Metadala

g,

Include ail indings
into forensic report
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A8 : &G T 3 wiTTe wfikezet 2ifFwg Gr-v5

Start

~
{Cﬁnn-eéct forensic cloning Gewéee]

or harcdware write-blocksr

v
nsert wiped hard disk in the
cloning device or in the forensic
workstation

enarate exact copy
orensic image using court
wvalitaed hard-or software

tools

Wes

One copy J L Two copies

Verify the clones or fm'emsie\l
»  Imagesby hash calculation e
L and comparison J

4
L&eaurety pack the image

w

aecurely ransport the images {o

the forensic lab, evidence vault,

notary's office or court obtaining
the Chain of Custody

End
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SARAfB-0b: FMHTHIR ARt 2ifersix GrI-515

Review request, assess urgency and
amount of data

Consider conducting
triage

Urgent or large
data?

A

Process exhibits in order of priority

3. Hash filtering

4. Signature Analysis

7. Index & keyword
searches

containers

Analyse data

!
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Af¥B-0q: eiwaa Rfvorae Gl

Quality Assurance Components Checklist

Laboratory . Create an Organization Chart at DFL level and at the organization

level. e o
. Conduct an internal audit annually.
. Establish a procedure to address internal and external complaints.
. Establish a procedure to control documentation. '

o

Facility and Establish lab premises — access and exits.

Environmental - Create an access list and limit access by using keys, individually

Condition assigned identi]fication cards, or biometric devices.

¢. Monitor the lab environment regularly — temperature, humidity,
cleanliness.

d. Establish a Health and Safety programme.

e. Establish visitor policy.

f. Conduct regular housekeeping.

o

Equipment a. Establish a procedure for handling, transport, storage, use, repair,
disposal and planned maintenance for equipment. .‘
b. Before putting into use, ensure that the equipment is working
according to specifications.
c. Implement the maintenance programme. .
. d. Update the firmware according to requireme . .
- €. Maintain equipment documentation, manuals, and warra nties.

Staff a. Employment Qualifications:
* Conduct background screening prior to hiring.

® Prepare Job Descriptions for staff once hired - See section 3.3
Staff.

b. Professional Development and Training:

* Establish a training programme for staff - See section 3.3.4 Staff
development.

e Send staff for training.

* Assign mentors for newly-hired staff.

* Evaluate staff's competency by conducting Competency Tests
for newly-hired staff.

* Evaluate existing staff's proficiency by conducting annual
Proficiency Tests.

* Participate in external or inter-laboratory Proficiency Tests.

¢ Obtain technical certifications.
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Forensic
Method

Service Request

Evidence
Handling

Forensic Resuit

a. Establish SOPs for conducting DF examinations.

b. Keep a document of forensic methods, such as conducting a live

‘acquisition, updated and available to Examiners. ,
c. Conduct verification on methods introduced to ensure the DFL can
use them properly.
d. Conductvalidation when using any method: non-standard method,
lab-developed method or standard method used outs;de its scope.
e. For ease of operation, use anxmtematlmaliy-accepted method in
, DFL such as SWGDE,

Establish and implement a policy and procedure on the service request.
This should contain:

The process for accepting or rejecting the request.

The process for resubmission of the request.

The requirement for having a concise request or case objective.
Formal acknowledgment from the Requester and the Examiner,
indicating that both parties agree with the work before the

e. Forms or other methods to be used to document the request.

g 0 5o

Establish and implement a policy and pmcedures on evidence
‘handling. This should contain: o ,

Evidence preservation .

Evidence labelling

Evidence sealing .

I[tems to document - including the chain of custody

Evidence that is left unattended

Precautions for securing and handling the evidence

Storage and retention

a2
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See Appendix K: Electronic Evidence Handling for details on evidence
handling.

a. Keep technical records to support the forensic result. The records
must indicate the Examiners conducting the process, and the
date. Amendments to previous records must be tracked.

b. Conduct technical and administrative review of the forensic
results.

c. Authorize the forensic result before releasing to the Requester.

d. Establish a common format for a forensic report.

See Appendix J: Common Requirement for Forensic Report

e. When providing an opinion, it must be clearly marked in the
forensic report.

f. Establish a process for amending a forensic report.

b

791 80/8



AP0k FTEAPR TR AweE e IR

I @ 2wy

T | aReiRfs | @ | erhewm | aEen

Bt | amw

o1 85/8d

{g%zﬂ/b
=i o= YR
ey @ caticam el Pt



